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Abstract

Fraud detection in blockchain networks presents unique challenges due to the decentralized and
pseudonymous nature of transactions. This study introduces a novel Multilayer Topology-Aware Graph
Contrastive Learning (MTGCL) framework to detect fraudulent activity within the Ethereum transaction
network. The proposed approach leverages node-level and topology-level representations, integrating
persistent homology to capture high-order structural patterns and enhance anomaly detection. By
employing adaptive graph augmentation and self-supervised contrastive learning, MTGCL effectively
improves fraud detection performance. Empirical evaluations demonstrate that MTGCL outperforms
existing graph contrastive learning models in classification accuracy across multiple time periods while
maintaining competitive computational efficiency. The framework also exhibits scalability for large-scale
blockchain analysis, achieving lower computational costs compared with other baselines methods. These
findings highlight MTGCL's potential for real-world applications, offering valuable insights for financial
institutions, cryptocurrency exchanges, regulatory bodies, and blockchain analytics firms in combating
fraudulent activities and enhancing anti-money laundering compliance.
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1 Introduction

Over the past 15 years, digital assets and transactions have experienced severe disruption from the
development of emerging technologies such as blockchain and digital cryptocurrencies. In particu-
lar, domestic and global finance is becoming increasingly intertwined with blockchain-based sys-
tems, with such technology playing a key role in financial markets (Zheng et al., 2017).

The use of blockchain brings benefits, such as increased efficiency, transparency, and immut-
ability to transactions, however, these systems can still suffer from a number of key issues.
Examples include fraudulent or unauthorized transactions that become permanent, data corrup-
tion leading to errors and inconsistencies in blockchain records, and network attacks leading to the
collapse of blockchain networks, to name but a few. Although blockchain-based cryptocurrencies
are not generally considered to be a mainstream payment method, they are becoming an extremely
common method for engaging in fraudulent financial activity, with over $1 billion USD reported
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to have been lost between 2021 and 2022 to related scams (Nguyen & Fletcher, 2022). In particu-
lar, phishing presents a significant threat in this fast-moving environment, with the Ethereum
blockchain platform being a prime target due to its prominence and unique features such as smart
contract and decentralized application (dApps) support.

Moreover, whilst traditional financial systems have centralized controls and monitoring systems
to detect and prevent fraud, the open and pseudonymous characteristics of blockchain technology
complicate these efforts. The lack of a central governing body that flags and stops fraud before it
happens, and the immutability of cryptocurrency transactions mean that once the money is gone it
is unlikely to be recovered (AAG, 2025). Combined with the social media presence and buzz
around cryptocurrencies, and the result is a ‘combustible combination’ (Nguyen & Fletcher,
2022) for fraud, with almost half of all cryptocurrency scam victims acknowledging that social
media was the source (Nguyen & Fletcher, 2022). Given the potential and popularity of these sys-
tems, it is increasingly critical to investigate anomalies and fraud resulting from malicious behav-
iour, in order to reduce the severity of their impacts.

Although blockchain-based systems possess complex structures and contain a huge volume of
data, there are numerous paths for modelling and analysis. One convenient method that is fre-
quently used is to represent and model blockchains in a simple way as large graphs or networks.
The simplest model of a blockchain can be considered an undirected graph G = (V, £), which is de-
fined in terms of a set of nodes or vertices V, and edges £ C V XV connecting pairs of nodes
(Boginski et al., 2005), where nodes often represent users or accounts, and an edge may represent
a transaction of data or monetary value. In general, the two key building blocks of blockchains are
addresses and transactions, with the most common network representations being: (i) transaction
graphs—where nodes are blocks of transactions and weighted edges indicate the transfer of an as-
set; (i) address graphs—where nodes are user addresses and weighted edges indicate a transaction;
(iii) entity graphs—where nodes are a cluster of addresses belonging to a single entity and weighted
edges indicate a transaction, with weights reflecting data, information, value, etc.

1.1 Related works

1.1.1 Network models for blockchains

Indeed, the majority of the related network modelling literature is centred around the relationships
between addresses and transactions, respectively, in the Bitcoin and Ethereum blockchains, using
undirected graphs (Y. Chen et al., 2021; Y. Chen, Gel et al., 2022; Y. Chen, Segovia Dominguez
etal.,2022; Lee et al., 2020), weighted graphs (W. Chen et al., 2020; Y. Li et al., 2020), subgraphs
(Akcora et al., 2018; Y. Li et al., 2020), and bipartite graphs (Jourdan et al., 2018). More recent
studies have investigated the common properties of blockchain-based systems, which have been
found to exhibit similarities with real-world networks, for example disassortativity, small-world
phenomena, and power-law degree distributions (Guidi et al., 2020; Lee et al., 2020; Y. Li et al.,
2020; Nerurkar et al., 2021; Sharma et al., 2022; Tao et al., 2022). However, a challenge in mod-
elling blockchain-based networks is that the number of nodes and edges can fluctuate significantly
over time (Y. Li et al., 2020), highlighting the importance of temporal analyses (Nerurkar et al.,
2021; Zhao et al., 2021).

1.1.2 Fraud detection in blockchain networks

From an anomaly detection perspective, network representations of blockchain-based networks
are complex due to their unique properties. This can be attributed to blockchain networks gener-
ating significantly greater volumes of data compared with other network types, as data may relate
to the network structure and features, but may also be specific to the type of transaction. As a re-
sult, many assumptions cannot be applied directly from studies on traditional (i.e. financial) net-
works, as the structures and behaviours can be very different.

At a global level, the detection problem relates to searching for any type of anomaly and iden-
tifying abnormal users and transactions in the address and transaction graphs. An indirect method
has been proposed for reconstructing user behaviour through identifying the type of entity
(de-anonymization). Traditional supervised machine learning methods such as k-nearest neigh-
bours and random forests, and deep learning methods such as recurrent neural networks
(RNNs) have been applied extensively for classifying and predicting Bitcoin entity types based
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on address and transaction networks (Shao et al., 2018; Sun Yin et al., 2019; Sun Yin & Vatrapu,
2017). Gradient boosting has time and again been shown to give the best performance with an ac-
curacy of up to 90% when using additional features beyond just address features (Jourdan et al.,
2018). De-anonymization has also been extended by studies such as Juhdsz et al. (2018) to link
transactions to IP addresses, determine geographical locations, and track the distribution and
flow of Bitcoin. However, de-anonymization alone cannot fully confirm whether addresses are
truly anomalous.

More direct methods involve seeking out anomalous or fraudulent users, addresses, and trans-
actions from raw features. Early studies applied relatively simple distance-based measures, such as
the Mahalanobis distance, to determine the distance between features of the address and transac-
tion graphs in the Bitcoin network; the power law model to model the distribution of network fea-
tures; local outliers based on rankings of distance from local clusters of data. While these studies
were relatively simple, they confirmed that anomalies in blockchain-based networks are generally
associated with extreme values.

K-means and its variations have also received consistent attention in anomaly detection in the
Bitcoin network, being applied to address, transaction, and network features (Monamo et al.,
2016; Morishima & Matsutani, 2018; Shayegan et al., 2022). Performance has been shown to
be satisfactory, however, k-means may not be as powerful in detecting anomalies as other methods
(Monamo et al., 2016). As a result, it is often used as a baseline measure. Recently, more complex
methods have been implemented including support vector machines (SVM), singular value decom-
position (SVD) (W. Chen, Wu et al., 2019), random forests (Baek et al., 2019), and deep learning.
Though these studies have attempted to detect anomalous transactions in both the Bitcoin and
Ethereum networks, and found that abnormal transactions may result from illegal activities,
and policy changes or industry events, many common methods do not appear to show any overlap,
suggesting that there is no single best-performing method for anomaly detection.

In contrast, more targeted methods focus on detecting particular types of anomalies in specific
contexts, and relate mainly to phishing scams, Ponzi schemes, and pump-and-dump schemes. The
one-class support vector machine (OCSVM) has been shown to perform better than common clas-
sification methods such as the naive Bayes and logistic regression classifiers in detecting phishing
transactions and addresses in the Ethereum network (Wu et al., 2021). Moreover, the inclusion of
temporal features further improves performance, supporting the case for modelling blockchain-
based networks dynamically. Supervised classification methods have been used in detecting
Ponzi schemes in the Bitcoin and Ethereum networks (Bartoletti et al., 2018; W. Chen, Xu
et al., 2019; W. Chen, Zheng et al., 2019; Toyoda et al., 2019). Random forests and gradient
boosting have been shown to give the best performance with a false positive rate of around 5%
(Toyoda et al., 2019). In terms of pump-and-dump schemes, studies have similarly applied super-
vised classification methods (random forests, generalized linear models, Apriori algorithm) and
found that digital currencies can be predicted based on market information, and users involved
in such schemes are linked to abnormal transactional behaviour (W. Chen, Zheng et al., 2019;
Xu & Livshits, 2018).

1.1.3 Graph representation learning and graph contrastive learning

Recently, inspired by the success of convolutional neural networks (CNN) on image-based tasks,
graph neural networks (GNNs) have emerged as a powerful tool for graph representation learn-
ing. Based on the spectral graph theory, Bruna et al. (2014) introduces a graph-based convolution
in the Fourier domain. ChebNet (Defferrard et al., 2016) approximates the graph convolutions
using Chebyshev polynomials. Graph convolutional networks (GCNs) of Kipf and Welling
(2017) simplify the graph convolution with a localized first-order approximation. ARMA
(Bianchi et al., 2021) aims to learn the rational graph convolutions through the
Auto-Regressive Moving Average filters family. More recently, there have been proposed various
approaches based on accumulation of the graph information from a wider neighbourhood, using
diffusion aggregation and random walks. Such higher-order methods include approximate per-
sonalized propagation of neural predictions (APPNP) (Klicpera et al., 2019), and higher-order
graph convolutional architectures (MixHop) (Abu-El-Haija et al., 2019), and graph neural net-
works with Levy flights mechanism (Y. Chen et al., 2020). Despite the recent developments, the
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above-mentioned GNN-based models mainly focus on supervised and semi-supervised settings
and differ from our unsupervised representation learning scheme. Graph contrastive learning is
a self-supervised learning approach to learn an encoder for extracting meaningful representations
from unlabelled data. Existing methods mainly focus on local-local CL (Bielak et al., 2022; Zhu
etal.,2021), global-local CL (Sun etal., 2019; Velickovic et al., 2018), and global-global CL (S. Li
et al., 2022; You et al., 2020). For instance, graph contrastive coding (GCC) (Qiu et al., 2020)
proposes a pre-training framework based on local-local CL which constructs multiple graph views
by sampling subgraphs based on random walks. For global-local CL, the works Velickovic et al.
(2018), Hassani and Khasahmadi (2020), and Asano et al. (2020) follow the InfoMax principle
(Linsker, 1988) to maximize the mutual information (MI) between the representation of local fea-
tures and global features. Moreover, another graph contrastive learning mode, i.e. global-global
CL (Fang et al., 2022; You et al., 2020 ) studies the relationships between the global context rep-
resentations of different samples, which performs better on graph-level tasks. However, all these
methods fail to capture the local and global topology information. To overcome the difficulties, we
propose a novel graph contrastive learning framework which is first mixup-based framework col-
laboratively leveraging both node-level and topology-level information from graphs, and pioneers
anovel Multilayer Topology-Aware Graph Contrastive Learning (MTGCL) architecture to model
cross-level representation learning.

In this study, we focus on the Ethereum network blockchain as it provides an interesting case
study to investigate the problem of anomaly and fraud detection. While Bitcoin retains the crown
as the original and largest blockchain-based cryptocurrency, its main use case arguably remains
limited to the transfer of monetary value. In contrast, Ether plays the role of currency in the
Ethereum blockchain, but the platform itself extends beyond simply supporting monetary trans-
fers, to dApps, smart contracts, and more (T. Chen et al., 2020). It is therefore not unreasonable to
draw a link between the wide-ranging utility of the Ethereum blockchain and its position as the
number one decentralized platform target for scams and frauds (PhishStats, 2024).

The remainder of this article is organized as follows. In Section 2, we provide the notations and
preliminaries on persistent homology necessary for the methodology. In Section 3, we describe the
Ethereum blockchain dataset used in the experimental work, and provide a discussion of its struc-
ture and properties. Section 4 introduces the proposed graph contrastive learning methodology. In
Section 5, we illustrate and evaluate the performance of the proposed methodology in comparison
to state-of-the-art baselines. Section 6 discusses the broader implications of our empirical findings
for society, as well as their relevance to other types of fraud and blockchain applications. Finally,
in Section 7, we provide some concluding remarks and suggest a number of potential extensions to
the analysis undertaken in this article.

2 Notations and preliminaries

Let G=(V, &, X) be an attributed graph, where V is a set of nodes (|V| = N), £ is a set of edges, and
X € RN*F is a node feature matrix (here F is the dimension of node features). Let A € RN*N be a
symmetric adjacency matrix such that a,, if nodes # and v are connected and 0, otherwise.
Furthermore, D represents the degree matrix with d,,, =Y, ., corresponding to A.

2.1 Preliminaries on persistent homology

PH is a subfield in computational topology whose main goal is to detect, track, and encode the
evolution of shape patterns in the observed object along various user-selected geometric dimen-
sions (Carlsson & Vejdemo-Johansson, 2021; Edelsbrunner et al., 2000; Zomorodian &
Carlsson, 2005 ). These shape patterns represent topological properties such as connected compo-
nents, loops, and, in general, n-dimensional ‘holes’, that is, the characteristics of the graph G that
remain preserved at different resolutions under continuous transformations. By employing such a
multi-resolution approach, PH addresses the intrinsic limitations of classical homology and allows
for retrieving the latent shape properties of G which may play the essential role in a given learning
task. The key approach here is to select some suitable scale parameters v and then to study changes
in shape of G that occur as G evolves with respect to v. That is, we no longer study G as a single
object but as a filtration G,, C ... C G,, =G, induced by monotonic changes of v. To ensure that

the process of pattern selection and counting is objective and efficient, we build an abstract
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Figure 1. An illustration of a sample transaction network, where light coloured (dark coloured) dots represent
labelled phishing (non-phishing) nodes.

simplicial complex #7(G,) on each G,, which results in a filtration of complexes
K(G,,) € ... C K(G,,). For instance, for an edge-weighted graph (V, &, w), with the edge-weight
function a: £ — R, we can set G<,, = (V, €, a~!(—c0, v]) for each v;,j=1, ..., n, yielding the in-
duced sublevel edge-weighted filtration. Similarly, we can consider a function on a node set V, for
example, node degree, which results in a sequence of induced subgraphs of G with a maximal de-
gree of vj foreachj=1, ..., nand the associated degree sublevel set filtration. We can then record
scales b; (birth) and d; (death) at which each topological feature first and last appear in the sublevel
filtration G,, € G,, € G,, .... However, in such sublevel filtration, some topological features may
never disappear (i.e. persist forever), resulting in a loss of the important information on the under-
lying latent topological properties of G and, hence, making it more difficult to use the extracted
topological information for shape matching among objects.

3 Data

The data analysed in this study is derived from Ethereum phishing transaction data obtained from
XBlock', a publicly accessible blockchain database. The original data, provided in Pickle (PKL)
format, originates from Etherscan—a leading Ethereum block explorer and analytics platform.
The data analysed spans the period from 1st January 2018 to 19th January 2019 and contains
2,058,528 nodes and 8,541,503 edges. Among these, 1,165 nodes are labelled as phishing ad-
dresses with the remaining 2,057,363 nodes labelled as non-phishing. Transactions are considered
to be phishing transactions if either party involved is a phishing address, and phishing transactions
occur between 1st January 2018 and 19th January 2019. A sample transaction network, with
phishing labels indicated, is presented in Figure 1.

The data contain six attributes that capture key information regarding blockchain transactions,
including details of the sender and receiver addresses, their classification as phishing or non-
phishing entities, the timestamp corresponding to the transaction mining process, and the value
transacted. The attributes ‘From” and ‘To’ are particularly important, as they signify whether
the sender or receiver is associated with phishing activity. Specifically, ‘From’ takes a value of
one if the sender is identified as a phishing entity and zero otherwise, and ‘To’ follows the same
convention for the receiver. These binary indicators yield four possible transaction types® as
shown in Table 1. To complement the numbers of transaction types, a summary of the overall ad-
dress counts is also provided in Table 2.

As can be seen in Table 1, the highest transaction count is observed for transactions between
non-phishing and non-phishing addresses, and the lowest for the phishing to phishing addresses.
Additionally, as noted by Ghosh et al. (2023), the comparably smaller transaction count for (1 — 1)

https:/xblock.pro.
2 (0=0),(0-1),(1-0),and (1—1).
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Table 1. Summary of phishing/non-phishing transaction types

Transaction type Number of transactions
(0 —0)-Txns 15,000,000

(0 = 1)-Txns 36,194

(1 =0)-Txns 23,544

(1 1)-Txns 261

Table 2. Summary of phishing/non-phishing addresses

Total addresses Phishing Non-phishing

2,058,528 1,165 2,057,363
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Figure 2. A simplified scheme of a transaction network node (centre, labelled ‘Main Node') being connected to
other 1-hop (labelled *1-Hop Neighboring Node') or 2-hop neighbours (connected to 1-hop neighbour, labelled ‘2-Hop
Neighboring Node').

transactions than those for (0 — 1) and (1 — 0) transactions provides evidence for the 1-hop
neighbourhood (see Figure 2 for a schematic representation of the concept of the 1-hop or
2-hop neighbourhood described in Tong et al., 2020) of the phishing nodes being mainly popu-
lated by non-phishing nodes.

A summary of common network properties computed for the monthly graphs from January
2018 to January 2019 is presented in Table 3. A clear declining trend in the number of nodes
and edges is observed, dropping from 438,319 nodes and 1,297,388 edges in January 2018 to
just 19,111 nodes and 19,589 edges by January 2019. Consequently, the average degree fluctuates
throughout the year, peaking at 7.26 in March 2018, indicating greater connectivity during this
period, before declining to 4.76 in January 2019. The standard deviation of degrees mirrors
this trend, reflecting variability in the connectivity of nodes throughout the network. Centrality
measures reveal notable shifts; for example, degree centrality and betweenness centrality peak
in late 2018 at 0.28 and 0.26, respectively, suggesting increased influence of key nodes during
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this period. Interestingly, we note that for some monthly graphs the closeness centrality cannot be
fully computed. We attribute this to the underlying structures of the graphs, which may only be
weakly connected impacting shortest path calculations, as supported by low measures of connect-
edness such as density, degree centrality, clustering coefficient, etc. Despite fluctuations, eigen-
vector centrality remains consistently at 1.00, implying that the most central nodes retain their
significance in the network hierarchy. Further examination of structural characteristics shows
an increase in the average geodesic path length, increasing from 4.52 in January 2018 to 6.62
in January 2019, indicating a reduction in network cohesion over time. The diameter of the net-
work also increases, reaching its maximum of 20 in December 2018, which aligns with the in-
creased path length and reduced node connectivity. The clustering coefficients show slight
variations, with the average clustering coefficient peaks at 0.09 in June and September 2018, sug-
gesting periods of greater local connectivity. However, the global clustering coefficient remains at
0.00 throughout the year, highlighting the absence of global clustering tendencies. Notably, degree
correlation coefficients become positive in the second half of 2018, peaking at 0.53 in September,
indicating a tendency for nodes with similar degrees to connect. The number of connected compo-
nents decreases overall but shows a slight increase towards the end of the year, possibly reflecting
network fragmentation. Finally, the number of triangles, indicative of closed triads and local clus-
tering, dramatically declines from 46,362 in January 2018 to just 981 in January 2019, showing
the diminishing local cohesion within the network.

Tables 1 and 2 also highlight the significantly smaller volume of fraudulent addresses and the
corresponding fraudulent transactions associated with these addresses. The limited number of la-
belled phishing accounts stems from the fact that labelling is mainly derived from public reporting.
While the number of fraudulent accounts being flagged is increasing over time, the process is some-
what hindered by two main factors: (i) the decentralized nature of blockchains (and lack of stand-
ardized auditing procedures); (ii) the significant manpower and resources required for labelling
(L. Chen et al., 2020). Therefore, in line with previous studies employing this dataset, we assume
that all labelled phishing accounts are indeed fraudulent.

However, the rarity of fraudulent cases compared to non-fraudulent ones results in an imbal-
anced dataset, and the imbalance problem can deteriorate the performance of graph ML models
in fraud detection tasks. More specifically, the problem of graph imbalance, in this study, is that
the numbers of normal transactions and fraud transactions in the graph are unbalanced or even
severely biased. For example, the monthly data in January 2018 consists of approximately
0.35% fraud transactions (i.e. 3,726 out of 1,048,576 fraud transactions). To address the above
challenge, we apply the undersampling approach to reduce majority class samples (i.e. normal
transactions), that is, we retain all minority class samples (i.e. fraud transactions) and randomly
sample p% edges from the normal transaction edge set (where p € (0, 50]). We then combine
the existing minority class samples and sampled majority class samples. In this article, for each
set of monthly data, we conduct undersampling 10 times which results in 10 different monthly
subgraphs.

4 Methodology

In this section, we first present the proposed dynamic graph augmentation, and then bring forward
the details of topological information extraction and multilayer topology-aware graph contrastive
learning. The overview of the MTGCL framework is shown in Figure 3.

4.1 Dynamic graph augmentation

We employ a graph attention network with the multi-head self-attention mechanism to generate L
dynamic graph augmentations with L adaptive graph structures, i.e. {A };_,. Compared to current
graph augmentation methods, e.g. node/edge dropping, subgraph sampling, and feature masking,
without requiring prior domain knowledge, our proposed dynamic graph augmentation enables
us to recognize fundamental structures of the graph by leveraging both graph structural informa-
tion and node features. Specifically, the #th dynamic augmentation view, denoted as T ,(G), is
modelled as a single-layer feedforward neural network and the attention coefficient between
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Figure 3. The overview of the Multilayer Topology-Aware Graph Contrastive Learning framework which is capable
of performing unsupervised fraudulent node detection (where £, £NN and £5T denote the self-attention
mechanism, pre-trained GNN, and graph Transformer of the #th layer.

two connected nodes # and v can be denoted as

ol W', W' )

~0
D = Y eol Wi, W) e

keN,

where &', is set to 0 if pre-defined adjacency matrix a,, = 0, W' is a trainable weight matrix of the
¢th augmented view that projects node feature matrix to a lower-dimensional embedding space, a*
is a trainable vector of the #th head, [-, -] is the concatenation operation, and o(-) represents the
non-linear activation function. Compared to existing graph contrastive learning methods, our dy-
namic graph augmentation can automatically provide diverse contexts for nodes in different
views. Additionally, traditional handcrafted graph augmentations often rely on random node or
edge dropout to generate different views. However, our approach can be highly destructive, as re-
moving key structural elements may severely distort the original graph topology—potentially
compromising critical information that is essential for downstream tasks, ultimately leading to
suboptimal embedding quality. In contrast, the dynamic graph augmentation method takes a fun-
damentally different approach by learning adaptive edge coefficients, rather than arbitrarily modi-
fying the graph structure. This ensures that the augmentation process remains topology-aware and
enables diverse augmented views while preserving the graph’s intrinsic structure. As a result, it
achieves safer and more effective graph augmentation, fostering diversity across views without
introducing harmful distortions to the original topology.

4.2 Topological information extraction

To extract intrinsic high-order connectivity patterns within the graph (i.e. topological features),
we propose a three-step topological information extraction: (i) define a g-hop subgraph for
each node (where g > 1), (ii) compute the persistence diagrams of each subgraph via the PH,
and (iii) determine the topological connection pattern for any pair of nodes based on the similarity
between their corresponding persistence diagrams.

For each node, we aim to explore the topological features derived from their local connections
(i.e. subgraphs). This approach offers twofold benefits. First, it focuses on local topological infor-
mation, capturing the most relevant context of each node. Second, it facilitates the identification of
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recurring patterns within similar substructures over the entire graph, which is beneficial for self-
attention mechanisms. More specifically, we consider g-hop subgraphs centred at each node v, de-
noted by G7 = (V1, £7) C G (here q is set to be 2). These subgraphs include the neighbours of the
node v within a maximum distance of g-hops along the shortest paths. Once we identify the neigh-
bouring nodes VI connected to the node v, we can assign weights to the edges £ based on the fea-

tures exhibited by the neighbouring nodes. Let Ez be the weighted edge matrix, where the weight of
the edge connecting two nodes #; and #; is computed as || X,,, — X, [|/fo, Yu;, u; € V1. Finally, we

denote the weighted g-hop subgraph of the node v as G/ = (V4, &7).

Next, we propose the topology-induced connectivity learning module to learn connectivity infor-
mation from the topology-based perspective. We adapt PH to capture local topological features for
each node. Given a filtration function, we calculate a persistence diagram from the weighted g-hop
subgraph of the node v, i.e. Dgg = PH(G?). In this article, we leverage the Vietoris—Rips

(VR)-complex to capture higher-order information for graph learning. By analysing Dggs, we can

understand the underlying topological features within the subgraph G centred around node v. We
discuss how to construct the topology-induced connectivity of the entire G based on Dggs as follows.

The persistence diagram Dgg allows us to capture topological features of G? for the node v, and no-

des which have similar persistence diagrams likely share similar underlying topological features.
Let Dggq and Dggs be the persistence diagrams for subgraphs G! of the node v and G of the node
u, respectively. The distance between these persistence dlagrams denoted by Wy (Dggr, Dga), is

calculated as follows: W, (Dggr, Dgg) = mf( D)y 1 = y||fo)1/p, where 1 < p < o0, and I"refers

to the set of all couplings in the two input persistence diagrams. In our work, we consider nodes to
be similar based on their topological features if the Wasserstein distance W, (-, -) between their per-
sistence diagrams falls below a threshold value 7 (where 7 € [0, 1]). Note that, since Wasserstein
distance can be sensitive to noise and unstable when persistence diagrams differ significantly in
cardinality, we consider (i) limiting the number of points in each persistence diagram by retaining
only the most significant topological features, i.e. those with the largest persistence and (ii) using
the sliced Wasserstein kernel for persistence diagrams (Carriere et al., 2017) which can reduce the
dimensionality of the comparison using sliced projections and be more robust to cardinality differ-
ences between diagrams. Based on these similarities, we then can construct the topology-induced

c RNXN

connectivity matrix A"P° , which is formulated as follows

topo __
vu

1, if 0 <W,(Dgg, Dgg
{, if 0 <W)(Dggr, Dggr) <7, Yo,uel. (2)

0, otherwise,

4.3 Multilayer topology-aware graph contrastive learning

GCL aims to maximize the mutual information (MI) between different augmented views of a
graph by contrasting positive and negative node pairs. Commonly used self-supervised contrastive
losses, e.g. InfoNCE (Gutmann & Hyvirinen, 2010) and NT-Xent (T. Chen et al., 2020) have
been widely adopted in node-level GCL methods (Velickovi¢ et al., 2018; You et al., 2020).
However, these approaches typically consider only a single positive pair per anchor node and treat
all other embeddings as negative pairs. Most GNN-based contrastive learning frameworks operate
under the assumption of homophily, where connected nodes are expected to have similar represen-
tations; thus, traditional contrastive learning methods often push away the embeddings of neigh-
bouring nodes which contradicts this assumption. To address this fundamental limitation, we
introduce MTGCL which explicitly incorporates graph structural information, local topological
information, and node features into the contrastive objective by redefining how positives and neg-
atives are selected. That is, instead of considering only the same node of the anchor across views as
a positive pair which focuses on node-level representation, our MTGCL expands the definition of
positives as follows: (i) Same node across views: the most intuitive positive pair is the embedding of
the same node in different augmented views which ensures consistency across perspectives; (ii)
Intra-view neighbours at the node-level and topology-level: nodes connected within the same view
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(i.e. 1-hop neighbourhood of the target node) should be treated as positives which reinforces struc-
tural consistency in the graph; and (iii) Inter-view neighbours at the node-level and topology-level:
nodes that are neighbours in one view should also be considered positives across different views
which maintains graph connectivity across augmentations. Note that, we consider two types of struc-
tural connectivity between a node and its intra-view and inter-view neighbours, i.e. (a) pre-defined
graph structure A and (b) topology-aware graph structure AP,

For the node-level contrastive learning, we first use a graph Transformer to encode the aug-
mented graphs. The structure of the graph Transformer layer can be formalized as

Hg = Atn’ (LN(E)(X))) + £5(X),

3
H, = FNN‘(LN(H{,)) + Hg, )

where FENY(.) represents a position-wise feed-forward network with a single hidden layer and
GeLU activation function for the #th layer, LN(-) denotes for layer normalization, Sé(-) is a pre-
trained graph encoder for the #th layer, and the self-attention module is implemented by

0T
Attnl(LN(Sé(X))) = Softmax(%ﬁj”) Ve, (4)

where Q° = W, (LN(&}(X))), K = W (LN(£5(X))), V' = W,(LN(E;(X))), Wi, W, and W}, are
learnable weight parameters of size R%%  and 6, is a dropout operation. The multilayer node-level
contrastive loss between the layer # and the layer ¢’ associated with the anchor H', can be denoted as

eMHH /5 /(LN 1+1)

L(H,) = ~log
e0H,,, HY) /¢ + Z H(HWH )/tG + Ze H,.H /f(,)
v,eV 0+l
¢ 1yt L (5)
(M g 3 M) (LN + 1)
+ viEN, U'#L

b

(Hqu( )/t6 4 Z ( /TG + Z p /Tc)

viey I,

where 6(-) is a similarity function and 7 denotes the temperature of the multilayer node-level con-
trastive learning (see Figure 4a). Similarly, the multilayer topology-level contrastive loss between
the layer # and the layer ¢’ associated with the anchor Z!, can be denoted as

OZZ)/T (LN, | + 1)

0Z.Z)/r 4 Y Pz Z eo(zf;,zﬁ;>/zr)
viey U#L

L(Z}) =~ log

o ot L
(T g 5 SEEN T LN+ 1)
+v,~EN,, #L

ZL,z8) /or + Z /TT + Z e Z,.Z, /TT
=) 0Fe

where Z = DeepSets(Dgg) is the topological embedding Zaheer et al. (2017), and 71 denotes the

temperature of the multilayer topology-level contrastive learning (see Figure 4b). Finally, the overall
training objective of our framework can be denoted as

ZZ LHY) + £(ZY)). (7)

=1 uey
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Figure 4. The overview of positive and negative pairs defined in the graph contrastive loss (a) and topology
contrastive loss (b), where solid lines and dashed lines represent positive and negative pairs based on pre-defined
graph structure and topology-aware graph structure, respectively.

5 Experiments

5.1 Baselines

For all graphs, we use 10-fold cross validation accuracy as the classification performance (based on
anon-linear SVM model, i.e. LIB-SVM (Chang & Lin, 2011)) and repeat the experiments 10 times
to report the mean and standard deviation. The best results are given in bold while the best per-
formances achieved by the runner-ups are underlined. We evaluate the performances of our
MTGCL on 13 graph datasets versus 6 state-of-the-art baselines including: (i) Deep Graph
Infomax (DGI) (Velickovic et al., 2018), (ii) Multi-View Graph Representation Learning
(MVGRL) (Hassani & Khasahmadi, 2020), (iii) GRAph Contrastive Epresentation learning
(GRACE) (Zhu et al., 2021), (iv) Graph Barlow Twins (GBT) (Bielak et al., 2022), (v)
Bootstrapped Graph Latents (BGRL) (Thakoor et al., 2021), and (vi) Topological Graph
Contrastive Learning (TopoGCL) (Y. Chen et al., 2024).

5.2 Experimental settings

We conduct our experiments on four NVIDIA RTX A5000 GPUs, each with 24 GB of memory.
For each dataset, we use the Adam optimizer and perform a grid search to tune the learning rate
from the set {1e*, Se™*, 1e73, Se~3, 1e~2}, and weight decay factor from {0, 1=, 1e~5, 1le~*}. We
train the MTGCL model and all baselines for 200 epochs. The resolution of PI is fixed at 20 x 20,
and take the number of layers L, the hidden dimension d, the number of layers of the multi-head
self-attention mechanism #Layers, the dropout rate d, as hyperparameters, i.e. we search among
Le{3,4,5,6},de{l6, 32, 64, 128}, #Layers € {1, 2, 3}, and 4, € {0.5, 0.6, 0.7, 0.8, 0.9}. We
evaluate the fraud detection, i.e. node classification by using accuracy (in %).

5.3 Performance evaluation

The empirical performance is summarized in Table 4. Overall, from the table, we observe that our
proposed MTGCL model shows competitive performance across all 13 datasets. Specifically,
MTGCL consistently outperforms DGI, MVGRL, GBT, BFRL, and TopoGCL models. For in-
stance, MTGCL has 3.76%, 3.42%, and 3.97% average relative improvement compared with
DGI, MVGRL, and BGRL, respectively. Compared to TopoGCL, MTGCL also achieves
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Table 5. Performance comparison (in precision) on January 2018, June 2018, and December 2018 data

Model January 2018 June 2018 December 2018
Precision

DGI Velickovic et al. (2018) 0.6071 0.4545 0.3810

MVGRL (Hassani & Khasahmadi, 2020) 0.4856 0.4474 0.4048

GRACE (Zhu et al., 2021) 0.4500 0.4524 0.3684

MTGCL (Ours) 0.7250 0.4773 0.4286

Table 6. Performance comparison (in recall) on January 2018, June 2018, and December 2018 data

Model January 2018 June 2018 December 2018
Recall

DGI Velickovic et al. (2018) 0.5694 0.5000 0.3750

MVGRL (Hassani & Khasahmadi, 2020) 0.5000 0.4524 0.3950

GRACE (Zhu et al., 2021) 0.4762 0.4722 0.4412

MTGCL (Ours) 0.7250 0.6667 0.4737

significant performance gains in relative improvement. The strong performance verifies the super-
iority of the proposed contrastive learning framework by leveraging both node-level and topology-
level information.

Several recent works (L. Chen et al., 2020) compare the performance of a GCN-based model to
baselines of feature-only, DeepWalk, Node2vec, and LINE, using the subgraphs sampled from the
same Ethereum dataset as in this study, and find that their proposed method consistently performs
better than the baselines in terms of recall (up to 0.1735), and in smaller subgraphs, however, ac-
curacy only reaches 58%. Additionally, W. Chen et al. (2021) compares SVM, decision trees,
LightGBM, and dual sampling ensemble (DE) versions of the three algorithms, on Ethereum trans-
action data from 2016 to 2019. The DE LightGBM method is shown to give the best performance
with precision and recall of approximately 0.82, and accuracy of approximately 82%.
Researchers also compare SVM, KNN, and Adaboost on Ethereum transaction data and show
that Adaboost is able to generate the best performance, with precision and recall reaching 0.83
and 0.66, respectively, and an accuracy peaking at 92% (Wen et al., 2021).

We have also reported performance comparison in both precision and recall. As shown in
Tables 5 and 6, we observe that our MTGCL maintains consistently superior performance com-
pared to baselines.

In comparison to these existing studies, we note that regardless of the Ethereum transaction da-
taset used (and its total sample size), in all cases the number of fraudulent accounts is similar to or
less than that in our study. Furthermore, it appears that most other studies simply perform a ‘stat-
ic’ analysis—i.e. obtaining one or several subgraphs or samples from the original transaction
graph and then comparing the performances of various models. Therefore, our proposed
MTGCL model and experiments not only show the performance advantage over the baselines
but also show that our model generally matches and exceeds the accuracy of the best models
from a number of recent studies. Furthermore, our experiments in essence include a temporal com-
ponent by considering monthly subgraphs, which highlights the consistently high performance of
the MTGCL model as the transaction data evolves over time.

5.4 Robustness analysis

In this article, we also explore the robustness of MTGCL with noise on January 2018, June 2018,
and December 2018 data. More specifically, we add Gaussian noise into 10% of each data where
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Table 7. Robustness analysis with the additive Gaussian noise N0, 1)

Model January 2018 June 2018 December 2018
N(0, 1)

DGI Velickovic et al. (2018) 93.79 +1.07 83.17+1.50 72.61 +£7.00

MVGRL (Hassani & Khasahmadi, 2020) 92.07 +0.99 84.31+0.60 80.07 +4.43

GRACE (Zhu et al., 2021) 93.38 +0.85 85.04 +0.96 72.85 +£6.96

MTGCL (Ours) 95.33+0.79 88.82+0.43 83.68 +5.31

Table 8. Robustness analysis with the additive Gaussian noise A(0, 2)

Model January 2018 June 2018 December 2018
N(0,2)

DGI Velickovic et al. (2018) 93.06 +1.31 82.52+1.67 72.05 £6.79

MVGRL (Hassani & Khasahmadi, 2020) 91.35+0.77 83.65+0.56 79.44 +£4.43

GRACE (Zhu et al., 2021) 92.65+1.03 84.39+1.26 72.28 £6.78

MTGCL (ours) 94.59 + 0.69 88.14 +0.72 83.03 +3.29

Table 9. Sensitivity analysis with different threshold r

Threshold January 2018 June 2018 December 2018
r=02 91.72 +0.96 86.00 +0.74 81.09 + 5.44
r=0.5 96.43 +0.90 90.22 +0.80 84.88 +5.52
r=0.8 94.61+£0.92 88.71 £ 0.87 83.64 +5.50

noise follows zero-mean i.i.d. Gaussian density with fixed variance ¢, i.e. N(0, 6*) where
o® = {1, 2}. Tables 7 and 8 depict the results for node classification with additive Gaussian noise
N (0, 1) and (0, 2), respectively. From both tables, we observe that (i) our MTGCL consistently
outperforms all three baselines on all data and (ii) the relative performance decay of MTGCL is
lower than baselines, e.g. for December 2018 (with A(0, 62)), relative performance decay of
MTGCL, DGI, MVGRL, and GRACE are 1.41%, 7.51%, 4.59%, and 5.65%, respectively.
Thus, the minimal degradation of our MTGCL under noise highlights its stability and reliability
for node classification tasks in noisy or uncertain environments.

5.5 Sensitivity analysis

The optimal choice of the threshold r can be obtained via cross-validation. Table 9 shows the re-
sults sensitivity analysis on January 2018, June 2018, and December 2018, respectively. The re-
sults show the threshold r=0.5 always achieves the best node classification performance.
Additionally, the performance under r=0.2 and = 0.8 remains relatively stable which shows
that the method is not overly sensitive to moderate changes in the threshold. Despite slight varia-
tions, the high performance across all three threshold values suggests that our MTGCL generalizes
well and does not require extensive tuning of 7, which is advantageous in real-world deployments.

5.6 Time complexity analysis

The computational complexity of 0-dimensional PDs is O(|€|p(|€])) where ¢(-) denotes the inverse
Ackermann function (Cormen et al., 2022). The computational complexity of multilayer node-level
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and topology-level contrastive learning is O(N?dL) and O(N2L), respectively (where d is the
embedding dimension of the pre-trained graph encoder), and the computational complexity
of the graph Transformer is O(N?). We also compare the running time (training time per epoch
(in seconds)) between our MTGCL and two baselines (GRACE and TopoGCL). For instance,
on January 2019 data, MTGCL: 10.31 s (88.47%), GRACE: 12.72 (87.87%), and 15.83 s
(85.15%). That is, compared with baselines, MTGCL always achieves competitive fraud detection
and computational cost.

6 Broader implications: societal impact, fraud diversity, and blockchain
applications

Our empirical evaluation demonstrates that the proposed MTGCL framework substantially ad-
vances fraud detection accuracy within the Ethereum network, outperforming leading baseline
methods across multiple temporal snapshots. This improvement is not only technical but also
deeply societal in impact. Given the global movement towards digital economies and cashless so-
cieties, blockchain technology presents itself as a viable successor to the technology that underpins
payments systems. However, compared with traditional centralized payments and transactions
systems, for example credit cards, the framework for fraud detection in blockchain transactions
is significantly less mature, robust, and standardized. Therefore, there is scope for the development
of enhanced detection capabilities, which directly translates to better protection for individual
users against financial loss, strengthening of anti-money laundering (AML) and regulatory com-
pliance for institutions, and contribution to the restoration of public trust in blockchain technolo-
gies. By effectively identifying evolving fraudulent behaviours at scale and speed, the MTGCL
framework provides actionable tools for exchanges, regulators, and law enforcement to safeguard
digital assets and maintain integrity in rapidly growing decentralized financial ecosystems. The
broader implication is a safer, more resilient digital economy that is better equipped to support
innovation and protect society from emerging financial crime risks.

Although our analysis focuses on Ethereum phishing, the approach is not confined to just phish-
ing fraud. Existing empirical studies, such as those by Bartoletti et al. (2018), Xu and Livshits
(2018), and Luo et al. (2024), have demonstrated that different types of blockchain frauds, includ-
ing Ponzi schemes, pump-and-dump activities, honey pot schemes, and rugpull scams, each exhibit
distinctive structural patterns within their respective transaction networks. For example, with il-
legal pump-and-dumps, fraudulent addresses (nodes) commonly exhibit similar features such as
pairs of transactions (a purchase and a sale) that occur very close together in time, where the value
of the sale transaction becomes significantly greater than the value of the purchase transaction.
Our proposed MTGCL method, particularly through the use of persistent homology, can flexibly
adapt to identify these unique patterns by learning and incorporating relevant node-level and
transaction-level structures, and by adjusting the methodology to various types of frauds. In other
words, the focus is on normal versus fraudulent transactions (and addresses) and their structures,
rather than the specific type of fraud. However, more sophisticated or one off attacks such as single
instance exploits, insider attacks, or targeted thefts may not exhibit such pronounced or repetitive
topological features, and instead may closely resemble legitimate user behaviour at the local net-
work level, making them more difficult to detect. Moreover, transaction data that combines and
includes multiple types of fraud may also increase detection complexity. While the current avail-
ability of such combined and labelled datasets is somewhat limited, this does offer a potential dir-
ection for future work to develop.

Finally, the Ethereum platform is arguably simultaneously different and similar to other major
blockchain-based platforms, for example the Bitcoin blockchain. On the one hand, whereas trad-
itional platforms such as Bitcoin were originally developed simply for transfers of monetary value,
Ethereum possesses unique features such as the support for smart contracts and decentralized ap-
plications, etc. On the other hand, however, the fundamental structure of blockchain transactions,
defined by address level interactions and transaction graphs, is a characteristic shared by most
digital cryptocurrencies, including Bitcoin, Ripple, and numerous decentralized finance (DeFi)
ecosystems (Liao et al., 2024; Zhang et al., 2024). Therefore, the core methodology underlying
the MTGCL framework is broadly applicable to a variety of digital assets. Specifically, the
MTGCL framework can be effectively applied to other blockchain-based systems, provided
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that sufficient transaction data are available and the network topology is well defined. Moreover,
the scalability and computational efficiency of the MTGCL framework, as demonstrated in our
experiments, indicate its potential for large scale analysis in both established and emerging digital
asset environments.

7 Conclusion

This study introduces a MTGCL framework for fraud detection within the Ethereum transaction
network. By leveraging both node-level and topology-level representations, the proposed method
effectively captures the complex structures and interactions within blockchain networks, enhan-
cing fraud detection performance. The integration of persistent homology enables the extraction
of topological features that contribute to improved representation learning, addressing key chal-
lenges in anomaly detection within dynamic and complex networks.

The empirical results demonstrate that MTGCL consistently outperforms existing graph con-
trastive learning models, exhibiting superior classification accuracy across multiple time periods.
The inclusion of adaptive graph augmentation ensures that the learned representations are robust
to variations in transaction patterns and network dynamics. Moreover, the framework effectively
mitigates the impact of class imbalance in fraud detection tasks by refining the selection of positive
and negative pairs in contrastive learning. The study also provides insights into the evolving struc-
ture of fraudulent transactions within the Ethereum network. The findings indicate that fraudulent
activity is increasingly characterized by complex, adaptive behaviours that require multi-scale and
topology-aware modelling approaches. The results further reinforce the importance of dynamic
and self-supervised learning techniques in addressing the limitations of traditional supervised
methods in blockchain fraud detection. In addition, MTGCL achieves high accuracy with
competitive computational efficiency, as demonstrated in the time complexity analysis.
Comparisons with baseline models show that MTGCL delivers comparable or superior fraud de-
tection performance while maintaining lower computational costs. These findings confirm
MTGCL’s scalability and effectiveness for large-scale blockchain transaction analysis.

The results of this study provide significant practical value for financial institutions, cryptocur-
rency exchanges, regulatory bodies, law enforcement agencies, and blockchain analytics firms in
detecting, preventing, and mitigating financial fraud in blockchain networks. The MTGCL frame-
work strengthens fraud detection by capturing complex transaction patterns and network anom-
alies across multiple scales, supporting AML compliance and aiding regulators in identifying illicit
activities. By integrating adaptive graph augmentation and topology-aware learning, the proposed
approach offers a robust and scalable tool for securing digital assets and ensuring trust in block-
chain ecosystems.

In future work, we propose to explore extensions of the MTGCL framework to other block-
chain networks, including Bitcoin and DeFi ecosystems, to assess its generalizability.
Additionally, the incorporation of temporal graph learning, reinforcement learning strategies,
and incorporating network characteristics may further improve the adaptability of fraud detection
models to rapidly evolving transaction patterns.
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